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Is it possible to debug a device?
Yes and we have tested the following options:

● The pdb debugger
● Remote debugging with debugpy (vscode)

Note that there are other options.
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Pdb debugger
Pdb is a python module which defines an interactive source code debugger

It does not have the ability to attach to a running program

So to use it we must go into the container, kill the running device server and 
restart it with the debugger module
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Pdb debugger
Note that by default 
the pdb debugger 
works only with the 
main thread. 
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Pdb debugger: 
Threading
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Remote debugging  

The remote debugging requires a debugger listening from a port in the remote 
machine (in our case a container)

If the debugger is listening to a port, we need to port-forward it to a local port 
(feature of kubernetes)

$ kubectl port-forward centralnode-01-0 12345:5678 -n 
ci-debug-matt

With non-kubernetes machines, ssh could do something similar. 
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As if the debugger listen to a local port of my laptop

kubernetes

namespace

device

Debugger listening at port 5678

My laptop 

Port 12345
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debugpy library
vscode extensions uses this python library for remote debugging: 
https://github.com/microsoft/debugpy

It is an adapter of the pydevd used in PyCharm
https://github.com/fabioz/PyDev.Debugger/ 

How it works:
● CLI: python -m debugpy --listen localhost:5678 mydevice.py
● From code:

○ import debugpy
○ debugpy.listen(5678)
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Debug this thread method
A standard TANGO Device server does not use Python threads so most method 
calls are not debuggable unless we make them aware of the debugger.  

Threads per device server?  8 + num polling + num connected clients
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Debug this thread method
Same situation of the pdb debugger (debugpy uses the standard pdb library).

In every method we want to debug we must add the following line of code:

debugpy.debug_this_thread()

https://github.com/microsoft/debugpy/wiki/API-Reference#debug_this_thread

Makes the debugger aware of the current thread, and start tracing 
it. Must be called on any background thread that is started by means 
other than the usual Python APIs (i.e. the threading module), in 
order for breakpoints to work on that thread.
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We must configure the vscode to work with the remote debugger
{

"configurations": [
    {
        "name": "Python: Remote Attach",
        "type": "python",
        "request": "attach",
        "connect": {
            "host": "127.0.0.1",
            "port": 12345,
            "justMyCode": false,
        },
        "pathMappings": [
            {
              "localRoot": "${workspaceFolder}",
              "remoteRoot": "/app"
            }
          ]
    }

]
}

Using vscode: .vscode/launch.json
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PyCharm debugger probably won’t work for Kubernetes, as PyCharm hosts the 
debugger service.

It could work in environments that allow a connection to be established from the 
device server to the PyCharm host. 

PyCharm?
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Just press the play button
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2
3
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Adding to the SKABaseDevice?

1. Add new command:  DebugDevice

2. Patches (almost) all the methods

See source code on gitlab
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Example 1. Use DeviceProxy  to 
enable 2. Press play

4. Cause execution
(command may timeout on 
client side)

3. Set your breakpoint
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Conclusion

● pdb debugger from console (no attach option)
● debugpy and vscode
● Listening debugpy session:

○ May affect performance
○ Is a security hole
○ Cannot be turned off again

Both pdb and debugpy require a trace for non-Python threads.

SKABaseDevice source code on gitlab
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