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UmbrellaID.org
The AAI of the PaN community (PaNOSC + ExPaNDS + … ) since 2012

o Provide a common Authentication and 
Authorisation Infrastructure that allows 
users of all PaN facilities to connect 
seamlessly to digital facility services with 
a single and unique ID (i.e. Common ID)

o Authorisations remain in full control of 
each facility providing the services

o Users are in full control of their personal 
data.

https://umbrellaid.org/what.html

https://umbrellaid.org/what.html
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Increase capacity to respond to users’ needs in a stable, secure and trusted 
environment

Cater from the growing security constraints and legal requirements

Global and comprehensive interoperability with services outside of the Photon 
and Neutron domain

Access to the European Open Science Cloud



EOSC integration

Currently users can link their eduGAIN account with their umbrellaID account, allowing them to 
retain a single account. We need to go further and allow a complete interoperability with EOSC 
services in term of access, support and security.

Security policies

Policies regarding password changes, audit and user vetting must be introduced. Two factors of 
authentication should be proposed to the users.  It is necessary to look at security issues at a 
global level and participate in international efforts

Attributes

We need to extend the set of attributes (e.g. email address) in a full compliance with the different 
regulations regarding personal data protection.

Requirements 1/2
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Operation

The current operations of the IdPs are supported by a team of 2 engineers not solely dedicated to this 
task. We need to extend the support team in order to have a constant cover and surveillance of the 
services operations

Innovation

FIM and authentication technologies are constantly evolving; we would like to be at the forefront with 
these advancements. This would be easier to achieve in a context of a larger technical collaboration. 
Support for OIDC, REST APIs, non-web services

Training and Service Support

FIM technologies are still relatively complex and demand specific training and support, especially for 
the service providers’ engineers in order to enable the rapid growth of the number of services in a 
secure environment. 

Requirements 2/2
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AARC BPA, the base of EOSC AAI
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UmbrellaID timeline of changes
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• SAML + OAUTH + OpenIDConnect (OIDC) + X509 (if necessary)

• Attributes++ : 
• EAAHash
• Research and Scholarship  Entity  Category 

• https://refeds.org/wp-content/uploads/2016/09/ENTCAT-RANDS-v1.3.pdf
• Name, email, Affiliation …

• ORCID (If any)

• Support and training

The infrastructure is ready! 
Contact us at contact@umbrellaid.org to deploy your new 
services. 

In practice, what does it mean for you ?

https://refeds.org/wp-content/uploads/2016/09/ENTCAT-RANDS-v1.3.pdf
mailto:contact@umbrellaid.org
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• Simple case: direct use of the attributes provided for authorisation 
-> Probably sufficient for open data (if you want to register the download)

• Translation to local ID 
(Facility ID) and 
Authorisations

-> Standard use case

Current authorisation model intricateness
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Another possible model?

Membership Management services

• VO specific workflows for onboarding 
members

• Registry for user persistent Identifiers

• Support for R&S attributes to maximize 
interoperability

• Use of eduPersonEntitlement(s) to 
express groups, roles and Service 
Entitlements

• Choice between COmanage, HEXAA and 
Perun
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Data archives at RI

Work in progress GÉANT, AEGIS, EOSC 
Architecture WG, …

AARC/EOSC model: interoperability in progress
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Thank you

contact@umbrellaid.org
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