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• Previous work.
• New solution.
• Implementation.
• Demo.
• Future work.
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• Circa ~2021.
• YAML based and kubectl reliant.
• Built in Python with Flask.
• Simple proof of concept, far from 

production grade.
• Not integrated with VISA, worked off 

noVNC.
• Abandoned in 2023.
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• *Solution still the same, but re-implemented 
from scratch.

• From ~2024 until now.
• Python and Django REST Framework.
• MariaDB database.
• 100% reliant on Kubernetes Python client 

(no more YAMLs).
• Leverage k8s features.
• Fully integrated with VISA and all its 

services.
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• VISA instances as Deployments
StatefulSets.

• Dedicated namespace for visa instances.
• Avoid monolithic instances, leverage 

multi-containers pods.
• Ease image’s complexity, achieve faster 

startups and easier fixable breakups.

Instance architecture 
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• Developed Cloud Provider API (extracted 
exact spec from Open Stack’s cloud 
provider).

• API key authorization.
• Database schema for local storage 

(Instances, Flavours, Security Groups, 
etc).

Database 
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Highlighted tables correspond to main cloud provider implementation,
the rest of them are ALBA infrastructure focused.

*Django tables not included (migrations, users, etc).

Database 
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• Creation:
• Create StatefulSet.
• Replicas set to 0.
• Volume attached for persistence.
• (If applies) Investigation’s storage attached.
• Instance services “sidecar” containers.
• User provisioning hook.
• VISA PAM public key mount.
• Other config (image pull secrets, etc).

• Start:
• Set StatefulSet replicas to 1.

• Stop:
• Scale down StatefulSet to 0.

• Reboot:
• Trigger re-deployment of StatefulSet.

• Delete:
• Self-explanatory.
• Retain attached volume used for persistence.

Instance operations 

*StatefulSet initialization and PodSpec definition snippets, whole code does not fit here, there’s more to it.
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Instance state retrieval 

Ready replicasSpec. replicasPods amountStatefulSet 
exists?

Has fault?State

----YesERROR

---NoNoDELETED

-00YesNoSTOPPED

111YesNoACTIVE

01-YesNoSTARTING

-0-YesNoSTOPPING

01-YesNoREBOOTING

Anything else that does not fit in the definition above.UNKNOWN
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Instance state retrieval 

Ready replicasSpec. replicasPods amountStatefulSet 
exists?

Has fault?State

----YesERROR

---NoNoDELETED

-00YesNoSTOPPED

111YesNoACTIVE

01-YesNoSTARTING

-0-YesNoSTOPPING

01-YesNoREBOOTING

Anything else that does not fit in the definition above.UNKNOWN

Similar state’s definition clash between them: ‘Starting’ and ‘Rebooting’.
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Instance state definition 

• Annotation is added to the StatefulSet for 
indicating last action commanded to the 
instance.

• Allows to distinguish similarly defined 
states.

• Adding or modifying the annotation also 
triggers the redeploy / reboot of the 
instance.
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Instance fault retrieval 

• An instance has a fault if a container’s 
state is ‘Waiting’, for any reason excluding 
these ones:

• ContainerCreating.
• PodInitializing.
• Terminating.

• Fault codes and messages are retrieved 
from the k8s PodStatus object.
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User provisioning hook 

• Images are built without any local users in 
them.

• Instance’s owner user is created on-the-
fly after the Pod starts.

• A PostStart hook is in charge of:
• Creating the necessary groups (mainly for accessing 

NFS storage)
• Creating user locally with required groups.
• Setting time zone inside the instance.
• Creating the user’s home.
• Copy contents of user’s home from a predefined home 

template.
• Adding user to sudoers group if user belongs to VISA 

administrators group (sec. group filter: role=admin, then 
sec. group=INSTANCE_SUDOERS).

/bin/sh -c 'ln -sf /usr/share/zoneinfo/Europe/Madrid /etc/localtime && echo Europe/Madrid > /etc/timezone
&& groupadd -g 1001 visa-test-user-pod-94 && mkdir -p /home/rcabezas && useradd -u 1999 -g visa-test-user-pod-94 –s
/usr/bin/bash -d /home/rcabezas rcabezas && cp -rf /etc/visa_home_template/. /home/rcabezas/ && 
echo 'export TZ=Europe/Madrid' >> /home/rcabezas/.bashrc && chown -Rf rcabezas:visa-test-user-pod-94 /home/rcabezas &&
echo 'rcabezas ALL=(ALL) NOPASSWD: ALL' >> /etc/sudoers'

Diagram from Sai Manasa. Kubernetes: 
Container Lifecycle Hooks.
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Investigation storage 

• Instrument storage is mounted via NFS.
• Specific groups must be given to a user in 

order to grant access to an investigation’s 
data.

• A cron retrieves periodically the following 
information from ALBA’s LDAP:

• Investigation’s full path(s).
• Specific group ID for each investigation.

• A separate database model keeps 
additional NFS configuration details.
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Persistence 

• Instances write to separate storage from 
the acquisition folders.

• A PersistentVolumeClaim is created along 
the instance’s StatefulSet and provides a 
persistence layer between restarts.

• Storage capacity of the PVC is 
configurable through the image’s flavour.

• VISA node-fs-api only allows data upload 
and download from the PVC.

• Still unclear on how to make data stored 
in the PVC available to users upon 
instance deletion.

• Could potentially be ingested into data catalogue.
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Service Account 

• The cloud provider uses a Service 
Account as means of k8s API access.

• The Service Account is bound to a cluster 
role that restricts the actions it can 
perform over cluster resources.

• SA is also restricted to a specific 
namespace.

• The deployment running the k8s cloud 
provider uses this SA and automatically 
mounts it.
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• K8s cloud provider administration 
interface.

• VISA + k8s cloud provider.
• StatefulSets within cluster’s 

management platform.
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• Implement a Kubernetes operator to 
encapsulate all of the cloud provider’s 
logic into the cluster.

• Use CRDs for better managing instance’s state and 
faults.

• Easier management and install.
• Cloud provider API only to make changes on VISA 

CRDs.

• Make cloud provider available to 
collaboration.

• .Improve Create cloud provider documentation.
• Add integration testing (using kind.sigs.k8s.io).
• Probably, some refactoring.

18



Cerdanyola del Vallès (Barcelona)

Spain

Tel: (+34) 93 592 43 00

cells.es 


