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Infrastructure
• Kubernetes cluster on premises, v1.28

• RKE2 distribution

• 3 server/master nodes + 4 agent/worker
nodes

• No GPUs for the moment

• Network:
• 10 Gbps network
• Cilium CNI

• Storage:
• 25 Gbps network
• NetApp All Flash (NVMe), trident CSI,

persistent volumes

• Management: Rancher v2.8.5
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Infrastructure
• Server Supermicro 2029TP-HC1R

• Processor: Xeon 4210R (2.40 GHz) (20 cores)
• RAM: 192GB
• GBIC: mngmt:10Gbps and Storage:25Gbps

• Storage Netapp AFF250
• 8TB Drives NVMe SSD

• Networking Mellanox SN2100
• Ports: 16 × 100GbE QSFP28
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Security
• Proxy Server (Apache) and Web Application Firewall

(ModSecurity) in DMZ filtering and allowing traffic only to an
specific Ingress Controller

• Dedicated namespace for user pods (different than the one
where VISA components pods are deployed)

• Network Policies to avoid communication between user pods
and to other namespaces

• Principle of Least Privilege:
• Read only access to storage
• Container user with only the needed LDAP groups
• Container user without much permissions in the system
• User pods deployed with a dedicated Service Account

with very restricted privileges

User image stored in a dedicated project in Harbor, the corporate
Container Registry
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Users’ Docker base image
• Based on Debian 12 official
Docker image

• Image size: 3 GB

• Graphical Interface: KDE
Plasma

• Accessible via RDP (XRDP)

• In separated containers:
• VISA-PAM
• Guacamole
• VISA-cups
• VISA node-fs
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Windows Citrix test in the past
• Citrix PoC with VISA – 2021/2022

• A Proof of Concept (PoC) was
initiated with VISA using Citrix during
2021–2022

• The project is currently on hold but
can be resumed if required

• Key setup completed:
• New StoreFront installation
• IIS configuration + HTML5
• Creation of VM pools for Virtual
Desktops (VDI)
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